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What is risk?
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Any ideas?



Risk
• Risk is the threat that an event, action, or non-

action will adversely affect the district’s ability to 
achieve its objectives and execute its strategies 
successfully.

• Risk is measured in terms of consequences and 
likelihood.

• A precondition to risk assessment is the 
establishment of objectives, linked at different 
levels and internally consistent
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Events, actions or the lack of action.Can impair our ability to achieve objectives or limit our opportunities.  Examples – home security system, child safety locks, family budgetRisks can be internal or external, long-term or short-lived.No system can manage risk to zero. If we try, we can’t get things done because procedures are too binding.The key is to determine our level of risk tolerance and manage to that point. (Locks on the doors & windows, but nothing on the chimney.)



Risks
Every organization faces a variety of risks from external 
and internal sources that must be assessed. 

•A precondition to risk assessment is the establishment 
of objectives, linked at different levels and internally 
consistent. 

•Risk assessment is the identification and analysis of 
relevant risks to achievement of objectives, forming a 
basis for determining how the risks should be 
managed.

•Risk management is protecting the organization from 
significant risks.
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We do not live in a risk free world and cannot get rid of all risks. (Ex. COVID-19)After we establish our objectives, we evaluate risks and determine whether we need to reduce or eliminate them or live with them or, possibly even change our plans to avoid them entirely. In deciding, we consider the likelihood that a risk will occur and the cost of controls and find the right balance within our risk tolerance levels.Is this a one-time thing?  Why or why not?When might a new look at risk be appropriate?We reduce risks through internal control processes.



Considerations in Managing Risk

• Evaluate the nature and types of errors and omissions that could occur, i.e., 
“what can go wrong”

• Significant risks (errors and omissions) that are common in your area or 
have been experienced in prior years

• Information technology risks (e.g., access, backups, security, data integrity)
• Volume, size, complexity and homogeneity of the individual transactions 

processed through a given process (students, personnel, etc.)
• Susceptibility to error or omission as well as manipulation or loss
• Robustness versus subjective-ness of the processes for determining 

significant estimates
• Extent of change (internal/external, systems, key personnel) and its 

expected effect
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Re: 5th bullet – “error or omission” much more likely than outright fraud. How good are your access controls? Do you check?Last bullet – we have lots of people in the retirement pipeline. They have a ton of institutional knowledge. Have you addressed this in your areas? What are your succession plans?Considering these points will help in developing the list of risks to be evaluated. Remember, there are always more risks than can be addressed at one time. This is why we prioritize. Prioritization is an iterative process, beginning at the smallest work units and evolving and bubbling up through the organization until it reaches the district’s risk register.



Life Cycle of Risk Management

Involved Parties Involvement Timing

Management Before the event occurs

Staff and management During (in the moment)

Audit After the event is over
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It is important to get out in front of risk.Preventing problems is almost always easier than fixing them after they occur.We reduce risks through internal control processes that act to prevent or detect risk.



Controlling Risk is an Enterprise-Wide 
Responsibility

Managers and Supervisors

Risk Control & Compliance 
Functions

Internal 
Audit

1st Line of Defense

2nd Line of Defense

3rd Line of Defense

Source: IIA January 2013 Position Paper
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First line of defense – Managers and supervisors – That is YOU!Managers and supervisors are the risk owners and managers. They initiate and monitor controls to mitigate risks, including regulatory requirements.Risk control & compliance functions – such as Budget, Risk Management, State Reporting, HR, IT Security, etc.These are the folks who oversee risk and monitor district-wide risk management practices.Internal Audit – We are the assurance providers who, along with other local, state and federal auditors, assess the effectiveness of district risk management, governance and internal controls activities. In other words, we assess the effectiveness of the first and second lines.



How do we manage (control) risks?
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Class?How do YOU do this in your work location?



Internal Controls

• Integrate the activities, plans, attitudes, policies 
and efforts of the people of an organization 
working together to provide reasonable 
assurance that the organization will achieve its 
mission.   (By reducing risk)

9

Presenter
Presentation Notes
Whew! That’s a mouthful! Let’s break it down.Activities, plans, policies – these are our procedural things. NOT restricted to financial transactions. Think of student enrollment, building code compliance, student progress and grades, reports of all sorts that go to the SB, management & our community, maintenance of school buses.  It goes on and on – can you think of examples?Attitudes – the tone at the top as set by Dr. Jenkins and the SB and as exemplified by each of you in your daily life at work.Efforts of people working together – that’s how we achieve success! You are not alone.



Internal Control Concepts

• Internal control is a process. It's a means to an end, not an end in 
itself.

• Internal control is effected by people. It's not merely policy 
manuals and  forms, but people at every level of an organization.

• Internal control can be expected to provide only reasonable 
assurance, not absolute assurance, to management and the 
board.
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Here’s the thing. We don’t do internal control and then check the box. It is ongoing. It is woven into our daily routines, not added on to them.But even the best system can provide only reasonable assurance, because no system is perfect and people are people.We want systems that, at the least, provide reasonable assurance that our risks are reduced to a level that is consistent with our risk tolerance.



What are Internal Controls?

• Procedures developed and designed by us
• Managed and used by our people
• Built into our work activities
• Designed around our systems and processes
But why?
To ensure that our operations work the way we want 
so we can accomplish what we want
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So why not just trust that people will do their work correctly?  What could possibly go wrong? Any ideas?What are we really talking about here? What could slow us down or stop us in achieving our objectives?Risk!



OCPS Internal Control Objectives

• Successful achievement of the District’s mission
• Accurate collection, maintenance & reporting of district data
• Safeguarding of assets
• Effective, efficient and economical programs and operations
• Compliance with laws, regulations and policies
• Prevent / detect fraud, waste, and abuse
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To manage the district’s risks, OCPS has an internal control program. It’s objectives are noted on the slide.There is a brochure that describes the program, available for distribution to any and all employees. There is a link to that brochure on the Internal Controls page of our website.Let’s think of some practical, everyday examples of control activities – ??Obtaining approval before proceeding – could be a supervisor, budget, or compliance function like HR or procurement (verify appropriateness, availability of funds, etc.)Verifying receipt of correct goods or satisfactory services before payingChecking the math before publishing the reportUsing a checklist so no steps in a process are forgotten or overlooked



Florida Statutes 1010.01
(5) Each school district, Florida College System institution, and state 
university shall establish and maintain internal controls designed to:
• (a) Prevent and detect fraud, waste, and abuse as defined in 

s. 11.45(1).
• (b) Promote and encourage compliance with applicable laws, rules, 

contracts, grant agreements, and best practices.
• (c) Support economical and efficient operations.
• (d) Ensure reliability of financial records and reports.
• (e) Safeguard assets.

13

Presenter
Presentation Notes
This specific requirement was added as part of the School District Accountability Act. Here at OCPS, we already had an internal control system that is fully compliant with these requirements. They are consistent with all the literature on internal controls as well as best practices and plain old common sense.But to be sure we all have the same understanding, let’s review how the Legislature defines Fraud, Waste and Abuse.

http://www.flsenate.gov/Laws/Statutes/2019/11.45


Fraud
Obtaining something of value through willful 
misrepresentation, including, but not limited to:

• intentional misstatements or intentional omissions of amounts or 
disclosures in financial statements to deceive users of financial 
statements

• theft of an entity’s assets
• bribery
• the use of one’s position for personal enrichment through the 

deliberate misuse or misapplication of an organization’s resources
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The statutes say that our internal controls should be designed to prevent and detect fraud.Are those in your area up to the task?Can they be improved?Has your area experienced fraud?What do you think most commonly contributes to fraud?Not ineffective internal controlsIt is internal controls that aren’t followed or that are overridden!



Waste

The act of using or expending resources unreasonably, 
carelessly, extravagantly, or for no useful purpose.

15

Presenter
Presentation Notes
Here is the taxpayer favorite. Are we good stewards of public funds? Think of the $1,000 toilet seat scandal of the military from a while back.Can we improve?Do you know of opportunities to save money? Have you shared those ideas? Do you encourage your staff to share these types of ideas? They have great insight and most care a great deal about being good stewards of our resources.



Abuse

Behavior that is deficient or improper when 
compared with behavior that a prudent person 
would consider a reasonable and necessary 
operational practice given the facts and 
circumstances.
Includes misuse of authority or position for personal 
gain.
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Note the reference to “behavior”to “prudent person”Includes misuse of authority or position for personal gainIt doesn’t have to be a highly placed position either. Just one with the authority needed for the abuse (keys to a building for example)Trust your gut. If it doesn’t sit well or gives you pause, stop and reconsider (or question if you are an observer rather than a participant).



Who is responsible for internal 
controls?
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Any guesses?



Who is Responsible for Internal Controls?
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We are all responsible – but each of us has a different role depending on our position.



What is your role?
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Take a moment to think about your role in this whole program.



Every Employee

•Helps ensure the district’s internal controls are 
effective by:
• Following them
• Reporting problems or concerns
• Suggesting improvements
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Managers
• Help ensure the district’s internal controls are 

effective by:
• Setting the right “tone at the top” for their business 

units
• Embracing their role as the first line of defense
• Being risk aware
• Initiating and monitoring controls to mitigate risks, 

including regulatory requirements
• Encouraging staff to communicate concerns
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The tone at the top includes stressing and modeling ethical behavior, not cutting cornersExamplesDr. Jenkins’ exampleWe certainly want to achieve our goals, but not “at any cost.” We still maintain integrity and conduct ourselves in an ethical manner.Developing a control-conscious environment in the workplace



General Expectations

• Acknowledge your responsibility for the design, 
implementation and maintenance of the control structure 
within your business processes

• Contribute direction to identify, prioritize and review risks and 
controls

• Remove obstacles for compliance; remedy control deficiencies
• Continue or begin a program of self-assessment and testing to 

monitor the controls within your processes
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These expectations apply to us all as members of the district’s management team.  Embrace them.Look at the 3rd bullet – remedy control deficiencies in a timely manner. Address concerns promptly. Elevate them if necessary.Our leadership in this area sets a “tone at the top” within our various departments and work units.



Action Items

• Educate your personnel about these requirements and 
this effort (Communication tips follow & we can help)

• Reinforce internal focus on controls within your area
• Raise any risks, concerns or issues promptly to allow 

adequate attention for correction (don’t wait for an 
audit!)

• Fix control gaps as soon as possible
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Here is the call to action. But it isn’t a one-time thing.Notice the third bullet – raise risks promptly. Don’t wait until the formal annual risk assessment process.Your demonstration of these actions will create a culture in your departments that recognizes and commends them in your staff members, making our internal control system strong and effective.



Communication (1/2)

• All personnel must receive a clear message from 
top management that control responsibilities 
must be taken seriously

• They must understand their own role in the 
internal control system, as well as how individual 
activities relate to the work of others

24

Presenter
Presentation Notes
This communication imperative is partially addressed with the internal control brochures and with a page of the Internal Audit Department’s internet site.The brochures are distributed at NMO, PFPA, and MLA to name a few. You are welcome to as many copies as you would like for your team.If you have suggestions for additional content or revisions, please let me know before the next printing.But also important is the communication that your staff hear from you and your direct reports. You need to talk about this stuff with your team.



Communication (2/2)

• They must have a means of communicating 
significant information upstream

• There also needs to be effective communication 
with external parties, such as taxpayers, 
community members, suppliers, regulators and 
stakeholders
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These tips, when implemented, help the processes remain effective and attain improvements when needed.These especially help with the objectives related to preventing and / or detecting fraud, waste, and abuse and achieving effectiveness and efficiency.



Examples of Internal Controls
Preventive

• Segregation of duties –
dividing responsibilities so no 
one person controls an entire 
activity and thereby cause 
and conceal errors or fraud

• Safety procedures –
precautions taken to help 
prevent accidents

Detective
• Physical inventories – inspect 

assets on hand and match to 
assets recorded in the books 
to detect missing items

• Supervisory reviews – review 
of work performed to detect 
error and omissions
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Preventive controls are designed to stop unwanted events from happening.Detective controls identify unwanted events that have occurred.What are some more examples of each of these types of controls?Preventive:  standard policies & procedures, firewalls & user passwords, authorizations and approvals.  Most commonly implemented at the transaction level by front line employees.Detective:  Exception reports, reconciliations, periodic spot checks or verifications.  Most commonly implemented at a summary level by supervisory employees.



Why Does This Matter?
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If Internal Controls Are Not Effective

•We could fail to meet our goals and objectives
•We might violate laws or regulations
•We may lose assets and/or opportunities
•Our reputation could be damaged
•We could lose our jobs
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Can you think of other consequences?People could lose their jobs.The district could experience financial losses.Management decisions could be based on inaccurate information.



Internal Controls Are IMPORTANT

For every area of the District
• No matter how large or small the department is
• No matter whether or not the department handles 

money
• No matter whether or not the department handles 

confidential information
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We have had real instances of assets lost or fraud committed where controls were not followed or broke down. These can happen intentionally or unintentionally – the consequences are the same.Where managers signed without really reviewing.Where managers did not read what they approved.Where procedures were not followed and no one addressed it.People are human and can make mistakes. We strive to have procedures in place to prevent or detect those instances.



How Can You Help?

• Check your controls from time to time
• Contact us if you have a concern that something is not 

working for you
• Share your ideas for improvement
• Don’t hesitate to ask for help or advice
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Know your key controls processes and verify that they are working as intended.If it just doesn’t “feel right” call us.



Internal Control Resources

• Internal Control Program brochure
• Internal Controls web page  

https://ocps.net/departments/internal_audit/internal_controls
• Internal Control tips  

https://ocps.net/departments/internal_audit/internal_control_tips
• Linda Lindsey  linda.lindsey@ocps.net ext. 2002897
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https://ocps.net/departments/internal_audit/internal_controls
https://ocps.net/departments/internal_audit/internal_control_tips
mailto:linda.lindsey@ocps.net


Reporting Concerns and Fraud

•Your supervisor
•Hotline:  407-317-3976
• Internal Audit:  407-317-3200, 2002897
•Professional Standards:  407-317-3239
•Legal Services:  407-317-3411
•OCPS Police:  407-317-3325
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We are all responsible for creating and maintaining a control-conscious environment. This includes asking questions if you are not sure what to do and raising concerns if you see something you don’t think is right. It also includes encouraging others to do the same



Questions? Comments?
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